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FEDERAL BUREAU OF INVESTIGATION 


Precedence: PRIORITY Date: 03/13/1998 

To: Jacksonville Attn: Ft. Walton Beach RA 

Jacksonville Attn: Panama City RA 


From: Jacksonville 



Case ID #:<&) X) 288-HQ-1242560 (Pending)- ISX 


Title: (U) SOLAR SUNRISE; 

CITA MATTERS; 

00: HQ 

Synopsis: To set forth detailed leads with regard to 

possible computer intrusions at U. S. Air Force (USAF) 
installations. 

(uj 


Reference:™ 288-HQ-1242560 Serial 52 

Enclosures: (U) Enclosed for Ft. Walton Beach and Panama City 

RAs are one (1) copy each of referenced communication. 

Details In early February, 1998, the Department of Defense 

began detecting intrusions into its unclassified computer systems 
at various U. S. facilities. The method and means of the 
intrusions are described in detail in referenced EC. FBIHQ is 
seeking to identify any additional intrusions which may be 
ongoing or as yet unknown. Accordingly, the following leads are 
set forth with regard to USAF installations within the territory 
of the Jacksonville Division. 

(U) Lead #1 for Jacksonville in referenced 
communication is considered covered. 









To: Jacksonville From: Jacksonville 

Re: ro-fcgj 288-HQ-1242560, 03/13/1998 


LEAD (s) 


Set Lead 1: 

JACKSONVILLE 

AT FORT WALTON BEACH (EGLIN AFB), FLORIDA 

Contact System Administrator or other individual 
in charge of computer system security at Eglin Air Force Base. 
Determine whether any intrusions of the nature described in 
referenced EC have occurr ed. Furnish any po sitive results to SSA b6 
I lor SSA| \ FBIHQ, | | b/ 


Set Lead 2: 


AT FORT WALTON BEACH (HURLBURT FIELD) 


FLORIDA 


' r Contact System Administrator or other individual 

in charge of computer system security at Hurlburt Field Air Force 
Base. Determine whether any intrusions of the nature described 
in referenced EC have occurred. Furnish any positive results to 
FBIHQ as above. 


Set Lead 3: 

AT PANAMA CITY. FLORIDA 

(U) Contact System Administrator or other individual 

in charge of computer system security at Tyndall Air Force Base. 
Determine whether any intrusions of the nature described in b , 

referenced EC have occurr ed. Furnish any pos itive results to SSA b’ 

1 or SSA | | FBIHQ, I I 
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